DATA USE AGREEMENT
BETWEEN VETERANS HEALTH ADMINISTRATION (VHA) AND FEDERAL ENTITY
This Data Use Agreement for Limited Data Set (“DUA”) is effective on the _____day of _______, 20____, by and between <Veterans Health Administration/Program Office> (Covered Entity) and <Federal Entity> (Limited Data Set Recipient), collectively, the “Parties.” VHA is providing the <Federal Entity> with a Limited Data Set of Protected Health Information (PHI) as defined by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy Rule in 45 Code of Federal Regulations (CFR) § 164.514(e)(2). 

1. DEFINITIONS.  

1.1. Covered Entities are defined in HIPAA regulations as (1) health plans, (2) health care clearinghouses, and (3) health care providers who electronically transmit any health information in connection with transactions for which the Department of Health and Human Services (DHHS) has adopted standards.
1.2. Derived Data  are data elements derived from other data elements using a mathematical, logical, or other type of transformation, e.g., restructuring, extracting, analyzing, aggregation.
1.3. Disclosure is the release, transfer, provision of access to, or divulging in any other manner Personally Identifiable Information (PII) from VHA to either another VA component or another entity outside of VA. In some cases once information is disclosed, VHA relinquishes ownership of the information.
1.4. HIPAA Privacy Rule implements the portions of HIPAA that concern the confidentiality of health information, and permits a covered entity, without obtaining an Authorization or documentation of a waiver of Authorization, to use and disclose PHI included in a limited data set.
1.5. Limited Data Set, as defined in the HIPAA Privacy Rule, 45 CFR § 164.514(e), is PHI that can include specific identifiers and must exclude others considered to be PHI. A Limited Data Set may include elements of dates, such as admission, discharge, service, dates of birth, dates of death; city, state, five digit or more zip code; and ages in years, months, or days or hours. Refer to Attachment A for the list of direct identifiers which must be excluded in order for health information to be a Limited Data Set.
1.6. Protected Health Information (PHI) is defined as Individually Identifiable Health Information transmitted or maintained in any form or medium by a covered entity, such as the Veterans Health Administration (VHA).
1.7. Limited Data Set Recipient under this Agreement is defined as the party which is receiving a limited data set, which is still PHI, from VHA.
1.8. Security Rule means the Standards for Security for the Protection of Electronic Protected Health Information, codified at 45 CFR parts 160 and 164, Subpart C, effective April 20, 2005.
2. USE/DISCLOSURE.  The Limited Data Set Recipient shall have the right to use and disclose all PHI provided to them by the Covered Entity for the purposes listed below:
<INSERT THE USES OF THE DATA TO BE PROVIDED BY THE COVERED ENTITY TO RECIPIENT FOR RESEARCH, HEALTHCARE OPERATIONS, OR PUBLIC HEALTH>

3. DESCRIPTION OF DATA TRANSFER.  <INSERT DESCRIPTION OF SECURE MEANS OF TRANSFER BETWEEN COVERED ENTITIY AND RECIPIENT>

4. POINTS OF CONTACT. The following named individuals are designated as their agency’s Point of Contact (POC) for performance of the terms of this DUA. The Recipient agrees to notify the Covered Entity within fifteen (15) calendar days of any change in the named contact.
POC/Federal Entity: ______________________________________
POC/VHA:  ________________________________________________
5. RESTRICTIONS ON USE/ACCESS TO THE DATA.  VHA will retain ownership of the original data.  Although <INSERT NAME OF FEDERAL ENTITY> will own the copy of VHA Limited Data Set transferred under this Agreement, the <Federal Entity Name>agrees not to disclose the VHA Limited Data Set to any person outside of the <Federal Entity Name> except as authorized by law, such as pursuant to a Freedom of Information Act (FOIA) request, Federal Statue or regulation, or a court order from a court of competent jurisdiction. The Limited Data Set Recipient agrees not to use the Limited Data Set beyond the purpose for which it is given as outlined in Paragraph 2 of this Agreement. The parties mutually agree that any derived data, analyses, or findings created from the Data may be retained by the Limited Data Set Recipient indefinitely.  
Access to the Data shall be restricted to authorized employees, contractors, subcontractors, and agents of the Limited Data Set Recipient requiring access to perform their official duties, as authorized by this Agreement. The Limited Data Set Recipient shall inform such personnel of (1) the confidential nature of the information; (2) safeguards required to protect the information; (3) the administrative, civil, and criminal penalties for noncompliance contained in applicable Federal laws; and (4) that their actions can lead to the immediate termination of this Agreement by the Covered Entity.

6. DATA PROTECTION.  The Limited Data Set Recipient, its contractors subcontractors, and agents, will establish appropriate administrative, technical, procedural, and physical safeguards in accordance with the HIPAA Security and Privacy Rules, to protect VHA data confidentiality and to prevent unauthorized access to, use or disclosure of the limited data set provided by VHA. The Limited Data Set Recipient agrees that it will not identify, contact, or attempt to identify or contact the individuals whose information in contained in the data. The Limited Data Set Recipient also agrees not to link or attempt to link the data with other data sources for such purposes.

7. REPORTING.  If a Limited Data Set Recipient’s  employee, contractor, subcontractor, or agent becomes aware of the theft, loss, or compromise of any device used to transport, access, or store a Limited Data Set or of the theft, loss, or other unauthorized access, use, or disclosure of any of the limited data set, such employee, contractor, subcontractor, or agent must immediately report the incident to his or her supervisor. Should any security incident or event involve the limited data set (i.e. the theft, loss, or other unauthorized access, use, or disclosure of any of the Covered Entity’s data or the destruction of any device used to transport, access, or store such data), the Limited Data Set Recipient  will notify the VHA POC  by phone or in writing within one (1) hour of detection. The VHA POC will contact the VA OI&T Information Security Officer (ISO) and VHA’s Privacy Officer. The Limited Data Set Recipient  will provide details of the security event, the potential risk to the individuals whose information is contained in the limited data set, and the actions that have been or are being taken by the Limited Data Set Recipient to remediate the incident or event.  The Limited Data Set Recipient will also provide the Covered Entity with status updates upon request and a written closing action report once the security event or incident has been resolved.

8. AUTHORITIES.  Authority for the Covered Entity to disclose the limited data set to the Recipient for the purpose indicated is provided by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy Rule, 45 CFR § 164.514(e). The Privacy Act and 38 USC §§ 5701 and 7332 do not apply, as a Limited Data Set is not considered individually identifiable under these statutes.  

9. TERMINATION.  This  Agreement may be terminated by either party at any time for cause upon 15 days written notice.  This Agreement may only be terminated by mutual agreement of the Parties without cause. Once this Agreement is terminated, the Limited Data Set Recipient has no legal authority to access, use  or retain the limited data set originally provided by VHA pursuant to this Agreement. Upon receipt of the Notice of Termination of the Agreement, the Limited Data Set Recipient within 15 days must, at its own expense, destroy or return the limited data set. The Media Destruction guidance can be found at the NSA site: http://www.nsa.gov/ia/mitigation_guidance/media_destruction_guidance/index.shtml. If the Limited Data Set Recipient chooses to destroy the Data, a Certificate of Destruction signed by the Security point of contact (POC) and the agency approving official must be provided to the VHA POC listed in Paragraph 4 of this DUA.

10. MISCELLANEOUS.  This Agreement supersedes any and all previous agreements related to this project. The terms of this Agreement can only be changed by written modification to this Agreement or adoption of a new agreement in place of this Agreement.

11. SIGNATORIES.  On behalf of both parties, the undersigned individuals hereby attest that he or she is authorized to enter into this Agreement and agrees to all of the terms specified herein.

__________________________                                                          ______________________       <INSERT NAME OF FEDERAL ENTITY SIGNER>                             Date
___________________________                                                        _______________________
<INSERT NAME OF VHA SIGNER>                                                    Date
__________________________________                                          __________________________
VHA Information Security Officer




   Date
Concur/Non-Concur

___________________________________



   ___________________________
VHA Privacy Officer                                                                               Date
Concur/Non-Concur

ATTACHMENT A

DEFINITION OF “LIMITED DATA SET”

A Limited Data Set is Protected Health Information that excludes the following direct identifiers:

1. Names;

2. Postal address information, other than town or city, State, and zip code;

3. Telephone numbers;

4. Fax numbers;

5. Electronic mail addresses;

6. Social security numbers;

7. Medical record numbers;

8. Health plan beneficiary numbers;

9. Account numbers;

10. Certificate/license numbers;

11. Vehicle identifiers and serial numbers, including license plate numbers;

12. Device identifiers and serial numbers;

13. Web Universal Resource Locators (URLs);

14. Internet Protocol (IP) address numbers;

15. Biometric identifiers, including finger and voice prints; 

16. Full face photographic images and any comparable images; and

17. Any other unique identifying number, characteristic, or code except as specifically permitted by HIPAA. 
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